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Security Funtional Safe <:> Test Safety Test Security
Architecture Concept Mechanisms Mechanisms production
Technical Security, Technical Safe <:> Verify Safety Verify Security
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Implement of Security\ Implement of Safety <:> Safety Verification Security Verification
Mechanisms Mechanisms On Unit Level On Unite Level o d isstoni /
2 operations ecommissioning
Safety Activity R end of cybersecurity support
Safe/ Secure Implementation of Nominal Functions
e e Overall cybersecurity risk management
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HrEiR5l Asset Identification

EiiiiA=1R5lI Threat Scenario Identification
SWiT4R Impact Rating

EiRE 9t Attack Patch Analysis

WERI 1T HT Attack Feasibility Rating
MEE(EITE Risk Value Determination

ML EREE Risk Treatment Decision

15. Threat analysis and risk assessment methods

15.3 15.4 15.5 15.6 15.7 15.8 15.9
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision
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Process of ICV CyberSecurity Risk Assessment

Risk assessment in cybersecurity is used to determine what negative actions could occur
and their associated likelihood, resulting in an overall risk value
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Asset Identification

Object that has value, or contributes to value. (An
asset has one or more cybersecurity properties
whose compromise can lead to one or more damage
scenarios

Cybersecurity property = C, |, A

Identify object whose cybersecurity properties could
be violated (damage scenario)
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Threat Scenario Identification

Identify way(s) in which a damage scenario could
occur

Threat scenario identification is the process of system
identification and analysis of threat scenarios that
may endanger the network security attributes of
assets. The identified threat scenario should be
associated with the corresponding asset and damage
scenario, and one damage scenario can affect
multiple threat scenarios. Use methods such as
brainstorming and misuse case extraction to
enumerate threats

Eg STRIDZ&45)
Threat

Spoofing
Tampering
Repudiation

Information
Disclosure

Denial of Service

Elevation of
Privilege
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Example Asset Security
attribute
Sensor Authenticity
Software, messages Integrity
Wireless Non-
communication repudiation

Cryptographic keys, Confidentiality
log data

In-vehicle Availability
communication,

CPU

Features Authorization

(enabling/disabling)
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Vulnerability Analysis
Identify potential flaws and weaknesses in the product that
could be used in an attack
i.e. needed to realize a particular threat scenario
Systematic identification and evaluation of Vulnerability.
Weakness:
eg, 1)missing requirement or specification

2)architectural or design flaw, including incorrect design
of a security protocol

3)implementation weakness, including hardware and
software defect, incorrect implementation of a security
protocol

4)flaw in the operational process or procedure, including
misuse and inadequate user training

5)use of an outdated or deprecated function, including
cryptographic algorithms
Weakness Vs. Vulnerability
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(h)  Other, including criminality.
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Attack Path Analysis
Identify the steps required to realize a threat scenario
Attack path, set of deliberate actions to realize a threat scenario
Approaches
1) Top-Down approaches
deduce attack paths by analyzing the different ways in which a
threat scenario could be realized. E.g. Attack trees, attack graph
(concept and development phases )
2) Bottom-Up approaches
build attack paths from the cybersecurity vulnerability
identified
(Implementation of the item or component is available)
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Attack Feasibility Analysis
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user interaction

3) The attack vector-based approach
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Risk Value Determination

Determined from the impact of the associated damage
scenarios and the attack feasibility of the associated
attack paths

KBS 4b B IR K Risk Treatment Decision
1) JEBERXBE 1) avoiding the risk

2) BURXEE 2) reducing the risk
3) 3BX S 3) sharing the risk
4) REMBE 4) retaining the risk
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Asset
(C, |, A properties)
Damage
Scenario

Threat
Scenario

Vulnerabilty Vulnerability

Attack Path

Attack feasibility rating

Very Low Low Medium High
Severe 2 3 4 5
Major 1 2 3 4
Impact rating
Moderate 1 2 2 3
Negligible 1 1 1 1
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Each module can be proceeded in any
order

Risk Treatment Decision is then assessed
by the business and based on the
associated risk tolerance of the
organization

Risk assessment is a methodology in
which the analytical attributes of each
module can be flexibly extended
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